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Resumen

This is an introduction of how to use IPv6 at home with your ADSL or CABLE internet
conection. We are going to explain how to compile the kernel and configure our linux system to
be able to use IPv6 in our computers at home. We are going to use IPv6 using configured tun-
nels with the Freenet6 project. Configured tunnel is a transitional method standardized by the
IETF to use IPv6 in coexistence with IPv4 by encapsulating IPv6 packets over IPv4. Freenet6
was the first public tunnel server service and one of the most used in the world to delegate
automatically one single IPv6 address to any host already connected to an IPv4 network over
configured tunnel.
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1. Introduction

This document was developed for Infosec2003, II Information Security Congress at UniNet. In
order to allow all the people to ”play”with IPv6 i decide to develop an easy introduction of how to
use IPv6 at home with our ADSL or CABLE internet connection. The linux kernel (2.4.x version)
support IPv6, and is easy to configure, but we need some special tunnels to use IPv6 with the
actual IPv4 model. For this reason we are going to use the Freenet6 project.

2. IPv6-ready kernel. Enable IPv6 in the kernel

We can start checking for IPv6 support in the current running kernel. To check if our running
kernel support IPv6 we have to look into /proc/net/ and look if there is a file named if inet6. If this
file doesn’t exists the IPv6 module isn’t loaded. We can try to load the module with the command
modprobe IPv6. If we receive the message modprobe: Can’t locate module IPv6, the IPv6 module
isn’t compiled, so we have to recompile the kernel to add the IPv6 module

2.1. Compile kernel with IPv6

We can use the native IPv6 kernel iomplemetation of the linux kernel or try the USAGI patches
(in this document i am going to use the linux kernel implentation, but i recommend you to use
the USAGI patches. I wanted to describe the installation of the USAGI patches, but i didn’t have
got enought time, sorry) You should use kernel series 2.4.x or above (in this example i use 2.4.20),
because the IPv6 support in series 2.2.x needs some pathes for ICMPv6 and 6to4 support. We
recomend the 2.4.x series. To configure the kernel for IPv6 we have to do these steps (i suppose
you know how to compile the kernel): make config or make menuconfig or make xconfig

and enable the following options:

Loadable module support --->
[*] Enable loadable module support
[ ] Set version information on all module symbols
[*] Kernel module loader

Note: I have to uncheck the second option, because when i tried to insert
the module i get unresolved Symbol errors. To avoid these errors
unset the "Set version information on all module symbols"

Networking options --->
<M> The IPv6 protocol (EXPERIMENTAL)

Note: You can select it as a module or directly compiled inside the kernel

Save the changes and compile the kernel:
make dep, make bzImage, make modules, make modules install
Install the new kernel, add a line to lilo.conf, install lilo and reboot (all of you know how to

make this ;-) ) The next time we reboot we will have an IPv6-ready kernel (if we have compiled
IPv6 as module we have to insert this in the kernel: modprobe IPv6 ). To check if our intefaces
have an IPv6 direction associated, we can use the command ifconfig -a (This tool may be able to
support IPv6, we will going to see it in the next subsection)

2.2. net-tools and iproute

From Linux IPv6 HOWTO of Peter Bieringer, http://www.cs-ipv6.lancs.ac.uk/ipv6/systems/
linux/bieringer/Linux+IPv6-HOWTO/
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2.2.1. net-tools

The net-tools package includes tools like ifconfig and route, which will help us to configure IPv6
on an interface. First of all, we have to check if the net-tools package we have installed support
IPv6. We have to look the output of ifconfig -? or route -? and look for something like inet6 or
IPv6:

/sbin/ifconfig -? 2>& 1|grep -qw ’inet6’ && echo "utility ’ifconfig’ is IPv6-ready"

If we don’t see the message utility ’ifconfig’ is IPv6-ready the net-tools package doesn’t support
IPv6. We need to upgrade to a more recent version.

We can see the IPv6 address of our network interfaces:

ifconfig -a
lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:3247 errors:0 dropped:0 overruns:0 frame:0
TX packets:3247 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:1451140 (1.3 MiB) TX bytes:1451140 (1.3 MiB)

eth0 Link encap:Ethernet HWaddr 00:05:1C:06:1D:6A
inet addr:192.168.13.5 Bcast:192.168.13.255 Mask:255.255.255.0
inet6 addr: fe80::205:1cff:fe06:1d6a/10 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:687058 errors:0 dropped:0 overruns:0 frame:0
TX packets:762545 errors:0 dropped:0 overruns:0 carrier:0
collisions:2804 txqueuelen:100
RX bytes:77998834 (74.3 MiB) TX bytes:131804041 (125.6 MiB)
Interrupt:11 Base address:0x6c00

sit0 Link encap:IPv6-in-IPv4
NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

This is first time we use IPv6 and we can see the link local address of our network interface
(eth0). These are special addresses and if we use this address as destination the packet would never
pass through a router. These addresses are used to communications like:

anyone else here on this link

looking for special addresses, like routers

These addresses begin with:

fe8x
fe9x
feax
febx
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but actually only the first range is in use (fe8x).
The host part of the address is computed by converting the MAC address of an interface (if

available), with the EUI-64 method, to a unique IPv6 address. If no MAC address is available for
this device (virtual devices), something else (the IPv4 address or the MAC address of a physical
interface) is used instead. So in our example:

fe80::205:1cff:fe06:1d6a/10

the value:

205:1cff:fe06:1d6a

is the host part and computed from the NIC’s MAC address:

00:05:1C:06:1D:6A

Now we only have this IPv6 address in this network interface. When we setup our tunnel with
Freenet6, we will have a global address provided by the Freenet6 server (in our case it will be a
6bone test addresses. It will begin with 3ffe prefix).

2.2.2. iproute

The iproute package of Alexey N. Kuznetsov allow the networks configuration through the
netlink device. With this tool we have more functionality than net-tools provide. First we have to
see if the version installed support IPv6:

/sbin/ip 2>&1 |grep -qw ’inet6’ && echo "utility ’ip’ is IPv6-ready"

If the package doesn’t support, update to a more recent version.
If we want to show the address of the network interfaces, we have to execute the following

command:

ip -6 addr show
1: lo: <LOOPBACK,UP> mtu 16436 qdisc noqueue
inet6 ::1/128 scope host
2: eth0: <BROADCAST,MULTICAST,UP> mtu 1500 qdisc pfifo_fast qlen 100
inet6 fe80::205:1cff:fe06:1d6a/10 scope link

We can see the loopback interface an our network interface card. We can see, as with the ifconfig
command, that our inteface has the link local address associated. And finally we can see the ipv6
route table:

ip -6 route
fe80::/10 dev eth0 proto kernel metric 256 mtu 1500 advmss 1440
ff00::/8 dev eth0 proto kernel metric 256 mtu 1500 advmss 1440
default dev eth0 proto kernel metric 256 mtu 1500 advmss 1440

3. Freenet6 Project

Now we have to configure our tunnel with Freenet6 to use IPv6 over IPv4 In the web page of
this project (http://www.freenet6.net) we can read:
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"Freenet6’s TSP is a new initiative launched by Viagénie, a private company
in Canada involved in IPv6 since 1996, to facilitate a faster deployment of
an Internet IPv6. Internet is world-wide deployed over IPv4, therefore this
project has the main goal of deploying IPv6 at a larger scale by using
configured tunnels.
Configured tunnel is a transitional method standardized by the IETF to use
IPv6 in coexistence with IPv4 by encapsulating IPv6 packets over IPv4. Any
host already connected to Internet with IPv4 and having an IPv6 stack could
establish link to Internet IPv6."

If our ISP doesn’t provide us with IPv6, we have to use a ”third party provider”, like Freenet6
that allow to create configured tunnels to use IPv6 over IPv4.

3.1. Tunnel Setup Protocol

FREENET6’s TSP is a new model based on a client/server approach, a protocol is used to
request a single IPv6 address to a full IPv6 prefix from a client to a tunnel server. We can use
Freenet6 as an anonymous user or as an authenticated user:

Anonymous user of Freenet6 will not have a static IPv6 assigned to them, the address will
change when we run again the TSP client and Freenet6 provides one single IPv6 address to a
client without authentication. If the IPv4 address changes then the IPv6 assigned will change
also. Anonymous tunnels will expire 5 days after the last TSP client connection.

If we are authenticated users Freenet6 provides one single address and a /48 IPv6 prefix to a
client after a successful authentication to the server. If we have a dynamic IPv4 address, we
will be able to update our tunnel each time our IPv4 changes by running the TSP client and
preserving the IPv6 address. Authenticated tunnels will expire 3 months after the last TSP
client connection.

3.2. Configuring Freenet6

First, we have to download the TSP client from http://www.freenet6.net. Then compile and
install it. If we want to be an authenticated user, we have to create our account in the web form
http://www.freenet6.net/cgi-bin/new_account.pl, enter an userid and an email address (to
receive the password that Freenet6 will randomly be generated). Now we are going to configure the
tspc.conf file.

3.2.1. tspc.conf

When we install the tsp client, we have a tspc.conf file. We have to modufy some prameters:

client_v4=OUR_REAL_IPv4_IP

Here we have to put the real ip of our ADSL/CABLE internet connection.
We need to specify the logical interface name that will be used to establish the configured tunnel

(IPv6 over IPv4).
Under any Linux platform including the USAGI stack:

if_tunnel=sit1

Add our userid and password to create the tunnel as authenticated user:

userid=USERID
passwd=PASSWORD
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To configure our system and our interface, TSP client will run a configuration script, depending
on the OS. By default, when we install the TSP client it detect the system and select this parameter:

template=linux

If template is set to checktunnel (template=checktunnel) only displays the values passed to the
template.

The next variables describes parameters to use in order to request /48 or /64 IPv6 prefixes to
the server. Before requesting an IPv6 prefix, it is mandatory to have valid userid and password in
the server.

If we want to use our computer as an IPv6 router, we have to informs the template to enable
the ipv6 forwarding on your computer:

host_type=router

with this command the tscp client will enable the ipv6 forwarding in our computer.
We can request a /48 or a /64 IPv6 prefixes to the server. The /48 is recommanded for large

site with multiple subnets while the /64 is for network with only one subnet. We will select this
with the following parameter:

prefixlen=64
or
prefixlen=48

If we want all IPv6 nodes connected on the same subnet will be able to autoconfigure their
IPv6 addresses by themselves, we have to enable automatically Router Advertisement on a network
interface of the computer. With this option, one /64 of the prefix gotten will be advertised on a
network interface. The syntax is:

if_prefix=eth0

NOTE: We have to have the radvd binary installe in our system. (Debian GNU/Linux users:
apt-get install radvd)

And finally the dns server parameter. This parameter is used to specify the DNS servers that
should be used for reverse DNS delagation of the prefix allocated. Only if we have a dns server:

dns_server=NAME_NAMESERVER1:NAME_NAMESERVER2

NOTE: Never use an ip address as a DNS server name.
You can see more options in the tscp.conf man page.tscp.conf(5)
I have to modify thing in the template used by the TSP client (in my case the file tem-

plate/linux.sh):

Search te text "Default route" and Add the line:
ExecNoCheck $route -A inet6 del 2000::/3 2>/dev/null # delete old 2000::/3 route
after the line:
ExecNoCheck $route -A inet6 del ::/0 2>/dev/null # delete old default route

If we don’t delete the old 2000::/3 route, if we relaunch the TSP client, it will fail when it try
to add this route again.

Other made changes are about Router Advertisement:
First, create a user to execute radvd.
Then update the line:

Exec $rtadvd -u radvd -C $rtadvdconfigfile

to

Exec $rtadvd -u radvd -p /var/run/radvd/radvd.pid -C $rtadvdconfigfile

We need to create the directory /var/run/radvd/ and chmod this to the user radvd.
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3.3. Run tspc

Once we have installed the client and make the changes to the confige file, we can run tspc:

PATH_TO_FREENET/bin/tspc -vf PATH_TO_CONF_FILE/tspc.conf

If nothing happen and all has work well, now we will have a new interface sit1

5: sit1@NONE: <POINTOPOINT,NOARP,UP> mtu 1480 qdisc noqueue
inet6 fe80::c0a8:d05/10 scope link
inet6 3ffe:b80:3:9678::2/128 scope global
inet6 fe80::a00:5/10 scope link

and we will have our network inteface (Ej: eth0) with our new IPv6 address assigned:

2: eth0: <BROADCAST,MULTICAST,UP> mtu 1500 qdisc pfifo_fast qlen 100
inet6 fe80::205:1cff:fe06:1d6a/10 scope link
inet6 3ffe:b80:3:23b:1::1/64 scope global

We have a 6bone test addresses. Let’s try to probe:

ping6 www.kame.net
bombero:/home/ismak# ping6 www.kame.net
PING www.kame.net(2001:200:0:4819:203:47ff:fea5:3085) 56 data bytes
64 bytes from 2001:200:0:4819:203:47ff:fea5:3085: icmp_seq=1 ttl=54 time=607 ms
64 bytes from 2001:200:0:4819:203:47ff:fea5:3085: icmp_seq=2 ttl=54 time=626 ms

--- www.kame.net ping statistics ---
2 packets transmitted, 2 received, 0% loss, time 1001ms
rtt min/avg/max/mdev = 607.225/617.012/626.800/9.818 ms

Congratulations!! we are connected to the 6bone ;-)
You can try to connect to the web page of kamei (you have to use an IPv6 compatible web

browser, like Mozilla), to see the dancing kame (we will see an animated turtle only if we are
connecting with IPv6).

NOTE: Another example: www.ipv6.elmundo.es

3.4. Reverse DNS for prefix

If we have add the option dns server=fqdn.of.your.dns.server[:other-ns] in out tspc.conf, we can
do the following steps to delegate the Reverse DNS to our dns server.

Reverse DNS allows host to map IP addresses to hostnames.
To delegate the reverse DNS of our /48 or /64 to our dns server, we have to do the following:

Edit our named.conf and add the following line (you have to change the value 1.2.3.4 with
you real values)

zone "4.3.2.1.0.8.b.0.e.f.f.3.ip6.int" {
type master;
file "reverse-3ffe-b80-1234.ip6.int";
allow-transfer {none;};

};
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Create the reverse-3ffe-b80-1234.ip6.int file (adjust the values to your real case) and fill it
with something like this:

$TTL 3D

@ IN SOA ipv6.nowhere.net. postmaster.nowhere.net. (
2001110500 ; serial
3H ; refresh
15M ; retry
1W ; expiry
1D ) ; mininum

IN NS ns.nowhere.net.

;
;----------------------------------------,
; network part /64 | Host part 64 bits |
;--------------------|-------------------’
; 3ffe:0b80:1234:0001:0000:0000:0000:0001

; -------------------------------,
; Your Network| Your prefix (48 bits) |
; -------|-------|-------|-------|
$ORIGIN 1.0.0.0.4.3.2.1.0.8.b.0.e.f.f.3.ip6.int.

; Hosts of your network
;------------------------------
; 64 bit host address part.
;------|-------|-------|-------
1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0 in ptr first.ipv6.nowhere.net.

; End of zone

Restart bind and check if there is some error in the log file.

Try it. Teste the delegation:

dig 4.3.2.1.0.8.b.0.e.f.f.3.ip6.int NS

and now test your dns:

dig 4.3.2.1.0.8.b.0.e.f.f.3.ip6.int SOA

If it works well, reverse DNS should now be delegated to your server.
Ok, that’s all. Now you can start to play with IPv6, try if your tools are IPv6 compatible and

amuse with it.

4. Bibliography
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5. GNU Free Documentation License

GNU Free Documentation License
Version 1.2, November 2002

Copyright (C) 2000,2001,2002 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful document "free" in the sense of freedom: to
assure everyone the effective freedom to copy and redistribute it,
with or without modifying it, either commercially or noncommercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible
for modifications made by others.

This License is a kind of "copyleft", which means that derivative
works of the document must themselves be free in the same sense. It
complements the GNU General Public License, which is a copyleft
license designed for free software.

We have designed this License in order to use it for manuals for free
software, because free software needs free documentation: a free
program should come with manuals providing the same freedoms that the
software does. But this License is not limited to software manuals;
it can be used for any textual work, regardless of subject matter or
whether it is published as a printed book. We recommend this License
principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that
contains a notice placed by the copyright holder saying it can be
distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document", below,
refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you
copy, modify or distribute the work in a way requiring permission
under copyright law.

A "Modified Version" of the Document means any work containing the
Document or a portion of it, either copied verbatim, or with
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modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of
the Document that deals exclusively with the relationship of the
publishers or authors of the Document to the Document’s overall subject
(or to related matters) and contains nothing that could fall directly
within that overall subject. (Thus, if the Document is in part a
textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical
connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding
them.

The "Invariant Sections" are certain Secondary Sections whose titles
are designated, as being those of Invariant Sections, in the notice
that says that the Document is released under this License. If a
section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero
Invariant Sections. If the Document does not identify any Invariant
Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed,
as Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the
general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available
drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input
to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart
or discourage subsequent modification by readers is not Transparent.
An image format is not Transparent if used for any substantial amount
of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain
ASCII without markup, Texinfo input format, LaTeX input format, SGML
or XML using a publicly available DTD, and standard-conforming simple
HTML, PostScript or PDF designed for human modification. Examples of
transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by
proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the
machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself,
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plus such following pages as are needed to hold, legibly, the material
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" means
the text near the most prominent appearance of the work’s title,
preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses following
text that translates XYZ in another language. (Here XYZ stands for a
specific section name mentioned below, such as "Acknowledgements",
"Dedications", "Endorsements", or "History".) To "Preserve the Title"
of such a section when you modify the Document means that it remains a
section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which
states that this License applies to the Document. These Warranty
Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other
implication that these Warranty Disclaimers may have is void and has
no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies
to the Document are reproduced in all copies, and that you add no other
conditions whatsoever to those of this License. You may not use
technical measures to obstruct or control the reading or further
copying of the copies you make or distribute. However, you may accept
compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and
you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have
printed covers) of the Document, numbering more than 100, and the
Document’s license notice requires Cover Texts, you must enclose the
copies in covers that carry, clearly and legibly, all these Cover
Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
the back cover. Both covers must also clearly and legibly identify
you as the publisher of these copies. The front cover must present
the full title with all words of the title equally prominent and
visible. You may add other material on the covers in addition.
Copying with changes limited to the covers, as long as they preserve
the title of the Document and satisfy these conditions, can be treated
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as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit
legibly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Document numbering
more than 100, you must either include a machine-readable Transparent
copy along with each Opaque copy, or state in or with each Opaque copy
a computer-network location from which the general network-using
public has access to download using public-standard network protocols
a complete Transparent copy of the Document, free of added material.
If you use the latter option, you must take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure
that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that
edition to the public.

It is requested, but not required, that you contact the authors of the
Document well before redistributing any large number of copies, to give
them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under
the conditions of sections 2 and 3 above, provided that you release
the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution
and modification of the Modified Version to whoever possesses a copy
of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct
from that of the Document, and from those of previous versions
(which should, if there were any, be listed in the History section
of the Document). You may use the same title as a previous version
if the original publisher of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified
Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five),
unless they release you from this requirement.

C. State on the Title page the name of the publisher of the
Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications

adjacent to the other copyright notices.
F. Include, immediately after the copyright notices, a license notice

giving the public permission to use the Modified Version under the
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terms of this License, in the form shown in the Addendum below.
G. Preserve in that license notice the full lists of Invariant Sections

and required Cover Texts given in the Document’s license notice.
H. Include an unaltered copy of this License.
I. Preserve the section Entitled "History", Preserve its Title, and add

to it an item stating at least the title, year, new authors, and
publisher of the Modified Version as given on the Title Page. If
there is no section Entitled "History" in the Document, create one
stating the title, year, authors, and publisher of the Document as
given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise
the network locations given in the Document for previous versions
it was based on. These may be placed in the "History" section.
You may omit a network location for a work that was published at
least four years before the Document itself, or if the original
publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all
the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document,
unaltered in their text and in their titles. Section numbers
or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section
may not be included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements"
or to conflict in title with any Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or
appendices that qualify as Secondary Sections and contain no material
copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Modified Version’s license notice.
These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains
nothing but endorsements of your Modified Version by various
parties--for example, statements of peer review or that the text has
been approved by an organization as the authoritative definition of a
standard.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the list
of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already
includes a cover text for the same cover, previously added by you or
by arrangement made by the same entity you are acting on behalf of,
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you may not add another; but you may replace the old one, on explicit
permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License
give permission to use their names for publicity for or to assert or
imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified
versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and
list them all as Invariant Sections of your combined work in its
license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and
multiple identical Invariant Sections may be replaced with a single
copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by
adding at the end of it, in parentheses, the name of the original
author or publisher of that section if known, or else a unique number.
Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History"
in the various original documents, forming one section Entitled
"History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections
Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this
License in the various documents with a single copy that is included in
the collection, provided that you follow the rules of this License for
verbatim copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute
it individually under this License, provided you insert a copy of this
License into the extracted document, and follow this License in all
other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate
and independent documents or works, in or on a volume of a storage or
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distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights
of the compilation’s users beyond what the individual works permit.
When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves
derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these
copies of the Document, then if the Document is less than one half of
the entire aggregate, the Document’s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form.
Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may
distribute translations of the Document under the terms of section 4.
Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include
translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include
the original English version of this License and the original versions
of those notices and disclaimers. In case of a disagreement between
the translation and the original version of this License or a notice
or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements",
"Dedications", or "History", the requirement (section 4) to Preserve
its Title (section 1) will typically require changing the actual
title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except
as expressly provided for under this License. Any other attempt to
copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions
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of the GNU Free Documentation License from time to time. Such new
versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns. See
http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number.
If the Document specifies that a particular numbered version of this
License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or
of any later version that has been published (not as a draft) by the
Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not
as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of
the License in the document and put the following copyright and
license notices just after the title page:

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts,
replace the "with...Texts." line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other
combination of the three, merge those two alternatives to suit the
situation.

If your document contains nontrivial examples of program code, we
recommend releasing these examples in parallel under your choice of
free software license, such as the GNU General Public License,
to permit their use in free software.
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